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ABSTRACT

Therapiddevelopmentsofemergingtechnologies,includingBigData,CloudComputing,andInternet
ofThings,arecausingmanysocietiestostrugglewhilst tryingtokeepupwith,andadoptthem.
Asaconsequence,seriousconcernsandissuesarebeingraised.Thethreattopersonalinformation
privacyisoneoftheseissues.Thisreviewpaperbrieflyintroducestheaforementionedtechnologies
andexploresconceptsrelatedtoconcernsoninformationprivacyanddisclosureintheU.A.E.inthe
contextofthesetechnologies.Inaddition,relatedresearchthemesthatcouldbeinterestingtoexplore
areidentified,withafocusonthelocalenvironment.

KEywoRDS
Big Data, Cloud Computing, Information Privacy, IoT

INTRoDUCTIoN

InArticle12oftheUniversalDeclarationofHumanRights,issuedbytheUnitedNationsGeneral
Assemblyon10December1948,therighttopersonalprivacyisrecognizedinthefollowingstatement:

No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or 
correspondence, nor to unlawful attacks on his honour and reputation. Everyone has the right to 
the protection of the law against such interference or attacks (National Commissions for UNESCO, 
2010, Jan. 4).

Inadditiontothe,easiertoidentify,implicationsoftheaboveinabroaderethicalandsocial
context,theadventofinformationtechnologyanddigitalcommunicationshasaddednewconcerns
andissues,specificallyrelatedtoinformationprivacy.This,relativelynew,concepthasattracted
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widespreadattentionintherecentyears,partiallyduetotherapidincreaseoftheamountofinformation
beinggatheredandpublishedovertheInternet.

Althoughtheterminformationprivacymaybedifficulttodefineexplicitly,accordingtoSonand
Kim,it“referstoanindividual’sabilitytocontrolwhen,how,andtowhatextenthisorherpersonal
informationiscommunicatedtoothers”(Son&Kim,2008).ThisisalsoechoedonSuchandCriado’s
viewthat“privacyisnotjustaboutwhatyourevealaboutyourself;itisalsoaboutwhatothersreveal
aboutyou”(Such&Criado,2018).Atthesametime,HongandThong(2013)approachinformation
privacyfromamorepragmaticanglebystatingthatitis“theprivacyofpersonalinformationand
usuallyrelatedtopersonaldatastoredonacomputer”.Irrespectivelyoftheperspectiveoneadopts
todefineit,whatisimportanttonoteinthecontextofthisstudyisthatmostdefinitionsunderline
theindividual’srighttokeeppersonalinformationoutsidethepublicdomain.Assuch,itcanbe
claimedthatthisrightisexpectedtobeprotectedbylawfromunauthorizedaccess,irrespectively
ofwhetherthisrelatestothephysicalordigitaldomain.Inthiscontext,itmaybeusefultoattempt
abriefdistinctionbetweenthetwodefinitionsofprivacy:

• PhysicalPrivacy:Theperspectivethatdealswiththephysicalaccesstoaperson’spropertyand
itssurroundings(H.J.Smith,Dinev,&Xu,2011).

• InformationPrivacy:Theperspectivethataddressestheaccesstoinformationthatcanspecifically
identifyaparticularindividualandmay,ormaynot,beavailableonline.

Betweenthetwo,itappearsthatmostresearchersandscholarsarecurrentlyconcernedwith
information privacy.Anapparentreasonforthisisthemasscollectionofuserdatathroughonline
mediaandelectronicsources.Suchdatacollectionincludes,butisnotlimitedto,customerdata,student
data,orpublicrecords.Morespecifically,whilemillionsofuserssharepersonalinformationonline
onadailybasis,theyarelargelyunawareofthelevelofaccessthirdpartieshavetotheirdata,and
whattheydowithit(Zaeem,German,&Barber,2018).Itmustbenotedherethatmostcompanies
nowadayshaverathertransparentprivacypoliciesthatcanbeeasilyaccessedonline.However,the
questionofhowfartheyarewilling,orallowed,togotocollectpersonaldatawithoutinformingtheir
customersremainslargelyunanswered.Indeed,researchshowsanincreasingpublicconcernabout
howcompaniesandauthoritieshandlethepersonaldatatheygather(Ipsos,2019,Jan.25).Such
concernsarealsoreflectedinrelevantstatementstheUnitedNationsGeneralAssemblyResolution
andtheUnitedNationsHumanRightsCommittee,whichon18December2013reaffirmedtheright
toprivacyinthedigitalage,anddemandedthat“workingofStateSurveillancebesubjecttolegality
throughclearandpreciselaw,whichlawmustlooktosafeguardtherighttoprivacy”.

Inadditiontotheexpressedpositionsofresearchersandscholars,theaboveisalsoreflectedin
theviewsofindividuals,whogenerallyappeartobeawarebothoftheimportanceofprotectingtheir
informationprivacy,andoftheextentofdataharvestingpracticesonacorporatelevel.Accordingtoa
relatedpoll,72%ofthesamplepopulationhadconcernsaboutthepossibilityofcorporationstracking
theironlineactivity(H.J.Smithetal.,2011).However,atthesametime,onlineparticipantsappearto
haveapositiveresponsetorelevantonlinecorporateoffers,inspiteofbeingawareofthepossibility
ofpersonalinformationtrackingtakingplacebythesamecorporations.Approximately82%ofonline
usershadapositiveresponsetooffersanddiscountsbyonlinecompanies(Son&Kim,2008).This
isaninterestingobservation,asitunderlinesaconsciousrisk-takingapproachregardingpersonal
informationprivacy:thepublicexpressesconcernaboutcompaniesmishandlingtheirpersonaldata,
whileacceptingtheirpromotionsandoffers.Itispossiblethatsuchabehaviormaybeatemporary
misjudgmentoftheseverityofthepossibleprivacythreatinlightofadirectandtangiblebenefit,
ratherthanaconsciousandwell-thoughtassessmentofthesituationinabroadercontext.

IntheUnitedArabEmirates(U.A.E.),therearenumerouslawsthatprotecttheinformationprivacy
ofthepublic.Theseinclude,butarenotlimitedto,theComputerCrimeAct,theDataProtection
Act, the Penal Code, and the Federal Constitution (Sarabdeen, Rodrigues, & Balasubramanian,
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2014).However,despitethefactthatsuchprivacylawsareinplace,asignificantpercentageofthe
publicfeelthattheirprivacyisnotsecure.ArelatedsurveyconductedinDubaiindicatedthatthe
publicisconcernedaboutbothprivacyingeneral,andinformationprivacyinparticular(Sarabdeen
etal.,2014).32.9%ofEmiratisbelievethatthegovernmentshoulddomoretoprotecttheirprivacy
(Pollock,2018,December17).Atthesametime,66%ofthepublicstatedthattheyhavereduced
theirexposuretosocialmedia,duetoconcernsoverpubliclyexpressingtheirviewsandtheability
ofthirdpartiestoaccessandusetheirdata(Nair,2016,May4).

Basedonthegeneralconceptsandideaspresentedabove,thisstudybrieflydiscussesconcepts
relatedtoinformationprivacyandtheemerginginformationtechnologiesofBigData(analytics),
Cloud Computing and Services, and Internet of Things, and comments on the current status of
informationprivacywithintheU.A.E.ingeneral.

INFoRMATIoN PRIVACy AND BIG DATA

DataScientistsbroadlycategorizeBigDataintermsofthe4VsofInformationTechnology:Volume, 
Variety, Veracity,andVelocity(Jagadish,2015).Figure1illustratestheconceptofBigDatausing
thesefourcategories,andoutlinesitsconnectionsandstructureinthecontextofthecontemporary
businessenvironment.Thisstructuredefinesandmapsthesecategoriesaccordingtotheirdescriptor,
functionandsizeorquality:

• Volume of dataissubstantialandcanreachlevelsthataredifficultfortheaveragepersonto
comprehend.

• Variety of dataislarge,rangingfromtraditionaldatatypes(e.g.audio,video,text)tocontemporary
ones(e.g.tweetsandtags),whilethedatacanbealsocategorizedintostructuredorunstructured.

• Veracityisadescriptorbasedonthevarietyofdatasourceslikesmartphones,tablets,laptops,
sensors,varioustypesofwearablesoronlineforms,anditsuggestsahighlevelofuncertainty.

• Velocitydescribes thevolumeofdataperunitof time,and itcanalsoreachsubstantialand
difficulttocontextualizelevels.

ThesheervolumeandmultifacetednatureofBigData,makesitdifficultnotonlytostore,manage,
andorganize,but,moreimportantly,tosubsequentlyprocessandanalyze(Sagiroglu&Sinanc,2013).
ThefieldofBigDataanalyticsisaddressingsuchmatters,withtheaimtolearningfromthepatterns,
trends,andcorrelationsthatareextractedfromit(Sagiroglu&Sinanc,2013).

Admittedly,theaboveconceptsarenotnewandhavebeenexaminedinthecontextofvarious
otherfieldsofstudy(M.Smith,Szongott,Henne,&VonVoigt,2012).However,withtherecent
adventofthecombinationofsophisticatedandeasilyaccessibletechnologiesandnetworks,such
asCloudComputing,InternetofThings,andSmartCities/Houses/Health, thesignificanceand
implicationsofBigDatahasspreadrapidlytomultipleareasandhumanactivities.Examplesofthis
include,butarenotlimitedto,governmentinfrastructureandsecurity,customeranalytics,social
media,ortraining,teachingandlearning(M.Smithetal.,2012).

Thebroadavailabilityandpopularityofnewtechnologies,andthesubsequentrapidincreaseof
interestonBigDataresearchandanalysishasalsoledtoanumberofissues.AccesstoBigDatacanbe
frequentlymisused,asinvariouscasesofaggressiveonlinepromotionsandtargetedadvertisement.A
strikingexampleofthisisthecaseofamajorU.S.-basedbusinessthatuseddataminingtoidentifya
pregnantteenagerandsendrelevantvouchersfortheexpectedbaby,causingexpresseddissatisfaction
andstresstotheexpectantfather(Xu,Jiang,Wang,Yuan,&Ren,2014).Thisisjustanexampleofa
broaderpractice.Themassivegrowthofonlinesocialplatformusagehasmadeusersmorevulnerable,
astheybecomeeasytargetsforthevarioussocialnetworkingsites.However,similarlytoothercases
mentionedearlier,Stephen(2016)arguesthatmanysocialmediauserstrusttheinformationprivacy
statementsofferedbythesocialmediaplatforms,andignoretherisksthatmaybeassociatedwith
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providingtheirpersonalinformationonline.Partially,thismaybeduetotheusersbeingunawareof
theeffectivenessofanalyzingthewealthofinformationprovidedbyBigDatasourcesinexploiting
personalinformation.Consequently,informationprivacycanbeviolatedeasiertodaythaneverbefore
(Zurbriggen,BenHagai,&Leon,2016).Thisissueisexacerbatedbythefactthatbusinessesare
strivingtostore,access,process,andanalyzeonlinedata,astheobtainedresultscanbedecisivefor
thedevelopmentandsuccessoftheirbusinessmodels.Forexample,OrbitzWorldwideInc.organizes
hoteladvertisementsbasedonthetypeofcomputersandsoftwareplatformsusedtomakebookings.
Basedontheiranalysis,OrbitzobservedthatMacuserswere30%morelikelytospendonbookings
thanPCusers.Usingthisinformation,itadvertisedmoreexpensivehotelstoMacusersandcheaper
onestoWindowsPCusers(Bujlow,Carela-Español,Sole-Pareta,&Barlet-Ros,2017).

Inordertoavoidorlimittheviolationofinformationprivacy,andhavethedatacollectorsprotect
theirsubjects’informationprivacy,thefollowingsuggestionscanbebroughtforward:

• Accesstocollecteddatacanberestrictedonlytoauthenticatedandauthorizedusers.
• Sensitivepartsoftheinformationcanbehidden,inorderforaccesstothirdpartiestobecontrolled

(Wu,Zhu,Wu,&Ding,2013).

In the U.A.E., businesses, individuals, and the government share a similar experience of
technologyintegrationwithotherdevelopedcountriesandregionsaroundtheworld.Thevolumeof
onlinedatastorageisgrowingrapidly,thuscreatinganeedfornewwaysofstoringandprotecting
online information. Numerous initiatives exist within the public and the private sectors for the
establishmentofBigDatacentersandrelatedanalyticsprocesses.Onepublicorganizationthatis

Figure 1. Big Data in terms of the 4 Vs of IT: Volume, Variety, Veracity, and Velocity (Cognixia, 2016, Nov. 5; Jagadish, 2015)
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evidentlyactivelyinvolvedinthisistheU.A.E.MinistryofEnergy.Thelatterengagesinseveral
BigDatainitiatives,likethecollaborationofallpetrolstationcompaniesinthecountryinorderto
establishsmartstationsconnectedtoanetworkthroughanewlydevelopedmobileapp.Theappallows
userstolocatethenearestpetrolstationonaGPS-basedsystem,andexploretheservicesofferedby
thestation.Theinformationisupdatedbythepetrolstations,andrelevanttransactionsarestoredon
theDataCenter(Sadaqat,2015,June10).

Intermsoftheimpactofrecenttechnologicaladvancesonaregionalcontext,asignificantshift
ofthelocalsocietytowardsusingtheinternetmoreheavilyisevident.Asanexample,accordingto
informationpublishedonHootsuite(2019),fromatotalpopulationof9.61million,thereare9.52
millioninternetusers(penetrationlevel99%),9.52millionsactivesocialmediausers(99%),and
8.80millionsmobilesocialmediausers(92%).Additionally,theaveragedailytimespentusingthe
internetviaanydeviceintheU.A.E.is7hoursand54minutes,whiletheaveragedailytimespent
usinganyofthesocialmediaplatformsviaanydeviceis2hoursand59minutes.Thisishigherthan
theaveragedailyviewingtimeformoretraditionalplatforms,likebroadcastandstreaming,which
wasfoundtobearound2hoursand30minutes.Thismaybeanindicationthatsocialmediamay
havebecomethemainconnectionandcommunicationhubinthecountry.This,inturn,couldsuggest
thatthelocalusershavestartedestablishingasenseofbelongingtotheonlinecommunitiesanda
redefinedwayoflifeheavilyconnectedwithonlineservices,inlinewithsimilarobservationsand
trendsinotherdevelopedcountries(Petronio,2015).

Theaboveisalsoreflectedinwhatseemstobehappeninginthecountryfromaconsumer-based
perspective,intheformofanincreaseduseofonlineservices.Hootsuite(2019)publishedthat,in
additiontothegeneralpubliconlineandsocialmediausagepresentedabove,83%oftheinternet
users,whichrepresentsthatvastmajorityofthepopulationofthecountry,haveconductedanonline
searchforaproductorservicepurchase.Inaddition,92%havevisitedanonlineretailstore,with
68%alsopurchasingsomethingonlineusingvariousdifferentmobiledevices.

Theevidentincreasedusageofonlinetechnologieswithinthecountryhasnotgoneunnoticed
bythelocalbusinesssectorintheU.A.E.Manycompaniesarecurrentlyattemptingtolookdeeper
intoBigData,whilearathersubstantialnumberofcompaniesintheU.A.E.areofferingBigData
managementandanalyticsservicestotheirbusinesspartners(D’Mello,2018,July15).Thereare
examplesofsuchcompaniesfromvarioussectors,includingoilandgas,medical,airlines,retail,
finance, insurance,media, telecom,andhospitality,operatingbothwithin thepublicandprivate
domains.Onabroaderscope,itisinterestingtonotethat,currently,theU.A.E.isfifthinBigData
usageandanalyticsataninternationallevel(D’Mello,2018,July15).Thisexpressedinterest,andthe
significantinvestmentsbeingmadetowardsBigDataanalyticservices,showcaseanunderlyingbelief
inthevalueofsuchservicesandtheirrewards.Thestrategicgoalofthisisratherclear:tounderstand
customerrequirementsandtrytomeetthemascloselyaspossible(D’Mello,2018,July15).

Theinitiativesandinterestdiscussedaboveimplythatvastamountsofpersonaldataarestored
online. As mentioned, this is something that can potentially threaten confidentiality and raise
informationprivacyconcerns.Thesignificanceofthismatterisreflectedonitsapparenthighpriority
fortheU.A.E.government,expressedthroughitsintenttoprotectthe“freedomofcommunicationby
post,telegraphorothermeansofcommunicationandthesecrecythereof”(FederalLawNo.5of2012
relatingtoCombatingInformationTechnologyCrimes,commonlyknownasCyberCrimesLaw),
andthestatementthat“disclosinginformationobtainedbyelectronicmeansisillegalwheresuch
informationhasbeenacquiredillegally”(FederalLawNo.12of2016,Article21)(UAEGovernment,
2019,Oct23).Basedonthis,aviolationofprivacyintheU.A.E.canleadtocivilactionfordamages
pursuanttotheFederalLawNo.5of1985(the“CivilCode”),whichspecifiesthatanyonesuffering
an unconstitutional infringement of their rights shall have the right to cease and seek compensation 
for the infringement.Inconjunctionwiththeright to privacy,theFederalLawNo.3of1987(the
Penal Code)grantsprotectionagainstthecollectionandreleaseofpersonaldatabyindividuals.The
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PenalCodeforbidsthedisclosureofprivateaffairs,andimposespenaltiesofimprisonmentand/or
finestoanyonewhopublishesrelatednewsorpictures(Woods,2018,May22).

Theabovemattersbecomerelevantinthecurrentscope,asoneoftheimplicationsoftherapid
increaseoftheuseoftheinternet,onlinemedia,mobiledevices,andonlineshoppingplatformsin
theU.A.E.istheinevitableincreaseofinformationprivacyrisksforthegeneralpublic.Aslocalusers
ofsocialmediahavealreadybecometargetsofcompaniesaimingatexploitingtheironlinebehavior
andtheir,ratherunwarranted,trustonsocialnetworkingsites,providesanindicationthattheserisks
posearealthreattothelocalsociety.

Inanattempttohighlightandexploreissuesrisingfromtheaboveobservations,itisproposed
thattwodifferenttypesofstudiescanbeconductedinthebroaderareaofBigDataanalyticsandthe
adventofsocialmedia:

• Astudyofthebehaviorandtrustofthepublictowardsonlinemedia.Suchastudycanprovide
usefulqualitativeandquantitativeinformationandaninsightonthepotentialprivacythreatsto
thelocalsociety.

• Anorganized studyof the levelofdeploymentofBigData infrastructureandprovisions in
thelocalbusinesssector.Thiscanincludeanassessmentofthelevelofsatisfactionfromsuch
investmentsfromtheperspectiveofexecutivesorrelatedcompanies,andtheirexpectationsfor
thenearandlong-termfuture.

Themainaimofthesestudieswillbetostartastructuredexplorationofthechangestheincreased
useofmoderntechnologies,andthecorrespondingincreaseintheuseandavailabilityofBigData,
introducestothelocalenvironment,intermsofinformationprivacyoftheindividual.Aspartof
this,theroleandimpactoflocalbusinessesasusersofBigDataforcommercialandadvertisement
purposes,aswellastheroleofthelocalgovernmentasaregulatoroftheavailabilityandfairuseof
suchdata,shouldbestudiedandanalyzed.

INFoRMATIoN PRIVACy AND CLoUD CoMPUTING

Onabroadercontext,thetermCloud Computingreferstotheon-demandavailabilityofinformation
systems hardware, software, networking, storage, and services, hosted on a third party’s system
insteadofalocalserverorpersonalcomputer(Connell,2012,February).Astrictdefinitionofthe
termmaybedifficult tocomeby,asitcandescribeabroadrangeofsituationsandapplications
withinthebroadercontextofIT.Thisbecomesevenmorechallenging,consideringthegrowthrate
of emerging technologies and the rapid transformationof the IT landscape ingeneral (Vaquero,
Rodero-Merino,Caceres,&Lindner,2008).Forthepurposesofthisstudy,itissufficienttoadopt
thebroaderdefinitiongivenbytheNationalInstituteofStandardsandTechnology(NIST)thatCloud
Computingdescribesa“modelforenablingconvenient,on-demandnetworkaccesstoasharedpool
of configurable computing resources that canbe rapidlyprovisioned and releasedwithminimal
managementeffort”(D.Chen&Zhao,2012).

Intermsofcontextualizingthetermintomorespecificanddetailedcomponents,MellandGrance
(2011)alsodescribeCloudComputingservicesthatcanbecategorizedbasedontheirfunctionand
usagefromtheperspectiveoftheconsumer:

• Cloud Software as a Service (SaaS): The capability provided to the consumer is to use the provider’s 
applications running on a cloud infrastructure.
• Cloud Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto 
the cloud infrastructure consumer-created or acquired applications created using programming 
languages and tools supported by the provider.
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• Cloud Infrastructure as a Service (IaaS). The capability provided to the consumer is to provision 
processing, storage, networks, and other fundamental computing resources where the consumer is 
able to deploy and run arbitrary software, which can include operating systems and applications.

ThismodelisillustratedinFigure2.
Irrespectively of the exact structure and definition used, what can be claimed about Cloud

Computingsystemsisthattheyhavebecomeincreasinglycommonandrelevant.Thisisunsurprising,
asthecostofestablishingandmaintainingasophisticatedITinfrastructurethatcankeepupwith
therapidtechnologicaldevelopmentsandtheconstantchangeoftoolsandhardwarehasincreased
dramatically, even though information technology equipment costs are generally decreasing. As
companiesseekways to reducerunningcosts,moreefficientandflexiblewaysofworkingwith
complexITsystemsarerequired.Inthiscontext,CloudComputingassistsbytransferringthecosts
relatedtoITinfrastructureandmaintenancetothirdpartyproviders(Vaqueroetal.,2008).Asan
exampleofthis,Figure3depictsthedramaticriseofrevenuefromCloudservicesworldwidein
billionsofU.S.dollars(Shanhong,2019,Oct.30).

SimilarobservationscanbemadeintheU.A.E.andtheMENAregions(MiddleEastandNorth
Africa).Localbusinessesandgovernmentorganizationsaretryingtofollowglobaldevelopments
andadapttotherapidlychangingenvironmentcreatedbytheemergingtechnologies(Khehar,2018,
October4),withCloudComputingservicesofferingthepotentialfordevelopmentoftheinfrastructure
tobecome:

• rapid,
• effective,
• availableon-demand,and
• scalable.

Increasedbusinessactivityonagloballevelcoulddictatethatcountriesmayneedtoaccelerate
boththeirdigitaltransformationandeconomicdiversification(Bridge,2019,March1;W.Chen,2011).
Thus,theregionalstateregardingtheuseofCloudservicesshouldgrowtoapointthatiscomparable
withthoseinotherdevelopedcountries.ThisisalsoreflectedintheprojectionsforCloudservices
revenue,indicatingthatitislikelytoquadruplefromits2015levelby2020(Figure3).

Intermsoftheimplementationandchallengesofadoptingsuchservicesmoreextensively,Cloud
Computingsystemscanbe implementedat reasonablecosts thatcanbesignificantly lower than
thoseofsimilarsystemsbuiltin-houseandutilizinglocalprivateresources.Theapparentbenefitsof
usingsuchsystemsarereflectedonthecurrentstateofthebusinesssectorintheU.A.E.According
toareportundertakenbyDubaiSiliconOasisAuthorityandIBM,at thepresent timethere isa
70%penetrationofCloud-basedservicesinthecaseofstart-upcompanies(GulfNewsTech,2017,
December18),whileintermsofthevalueandfutureofsuchservicesonalocalbasisingeneral,it
issuggestedthatapproximately32,000newjobscouldbecreatedinthecountryasadirectresult
ofthistransition(Sharma,2019,Jan.1).Asanexample,MicrosofthasalreadyannouncedCloud
datacentersinAbuDhabiandDubai,whileDubaiAirportscurrentlyuseMicrosoft’sAzureCloud
servicefortheWi-Fiservicesofferedtotravelers.Thisobservationbecomesevenmoreinteresting
consideringthatAzurehasa16%shareoftheglobalCloudinfrastructuremarket,makingMicrosoft
thesecond-biggestproviderofcloudservicesafterAmazon’sWebServices.

Despite its many benefits, Cloud Computing poses its own information privacy threats and
challenges.OneofthemainproblemswithCloudComputinginrelationtoinformationprivacy,is
thatitinvolvestheprocessoftransferringbigvolumesofdatabetweenserversacrosstheworld.
Thismeansthattheprocessexceedsnationalboundariesand,thus,introducespotentialsecurityand
privacyrisksthatthepublicmaynotbeawareof(Wang,Zhao,Jiang,&Le,2010).
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Thisisespeciallytrueincaseswhereonesideoftheprocessresidesinacountrywithloose
legalsystemsintermsofprotectionfrommalpracticesrelatedtodigitalsystems.Thishasledspecific
countriestotakespecificmeasurestoaddresssuchissues.Forexample,onecouldconsiderthecase
oftheU.S.passingalawthatrequiredCloudproviderstodiscloseemailsstoredintheirservers.
Similarly,intheE.U.,theGeneralDataProtectionRegulation(GDPR-implementedinMay2018),
regulatesthetransferofpersonaldata,bothwithinandoutsidetheE.U.boundaries,withtheaimof
protectingtheinformationprivacyofthepublic.Suchmeasuresattempttoaddressdatasecurityby
controllingthestoragemethodsofdataintheCloud,ensuringtransparencyoftheDataLocation,and
enforcingDataoversight(i.e.makingsureCloudprovidersfollowappropriateandupdatedpolicies
andregulations) (Kirkpatrick,2018). Irrespectivelyofwhetheroneadopts theperspectiveof the
governmentortheindividual,therearecertainconcernsthatneedtobeaddressed:

• Whohascontroloverpersonaldata?
• Whohascontroloverthedisclosureofthedata?
• Howtransparentistheregulatoryandfunctionalframework?

Similarly,tootherdevelopedanddevelopingcountries,intheU.A.E.,thereiscurrentlyahigh
interestinCloudComputingtechnologies.Thisraisesconcernsinrelationtothelegalframework

Figure 2. Illustration of a cloud computing model according to Ward and Peppard (2002)
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thatmaybeneededinordertoregulateandsafeguardlocalbusinessesagainstpotentialthreats.At
present,therearenoparticularlawstogovernthisnewlyformedecosystemintheU.A.E.(Yates,
2011).Thelocalbusinesssectorisonlysupportedbygenerallawsthatmay,ormaynot,applytothe
uniquecasesthatmaybeencounteredwhiletransitioningtoaCloud-basedmodel.Assuch,onehas
torelyontheeffectofthevariousU.A.E.lawsgoverningthesecurityofprivatedata,datacollection,
andtheirapplicationtocasesrelatedtoCloudproviders.ItisusefultonotethatCloudproviders
inthecountryarerequiredbylawtoputadequateprotectionmeasuresinplace,inordertoprevent
failuresthatmightleadtolossofdata,securitybreaches,orotherviolationsofinformationprivacy.
Itmustbenotedthatitispossibletohavemultiplebusinessesorentitiescollaboratingtoprovide
suchservices,whiletheirclientsareoftenunawareofthefactthatdifferentcompaniesareinvolved
inthisprocess(Yates,2011,June).

Twodistinctwaysoftemporarilyaddressingthisgapoflegislationinthecountryareproposed.The
firstisbyconformingtotheISO27001manual,whichoutlinesthecriteriaforcreating,implementing,
running,tracking,evaluating,maintaining,andenhancinganISMCertification(ISMInstitutefor
SupplyManagement,2019).ThisparticularcertificationdemonstratesthattheCloudserviceprovider
hasintroducedabroadrangeofsecurityandprivacycontrolsatcertainlevelsofthebusiness,and
thatallemployeesareadequatelytrainedintermsofthesecurityandprivacypoliciesandpractices
thatareinplace.ThesecondisbyenforcingtheU.A.E.CommercialTransactionLaw(FederalLaw
No.18of1993),whichsetsthegeneralrequirementsfortheretentionofadvertisementdocuments
foraperiodofatleastfiveyearsfromthedateofissueorreceipt(Connell,2014,January).

Inadditiontotheabove,oneofthemainconcernsarisingfromtheuseofservicesbasedon
CloudComputingsystemshastodowithpotentialsecurityvulnerabilitiesoftheseservicesthatcould

Figure 3. Revenues from cloud services in the MENA region between 2015 and 2020 (Oommen, 2019, June 24)
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compromiseinformationprivacyandtheconfidentialityofthecustomers’data.Thereasonbehind
theincreasedthreatposedbythis,isthatasinglesecuritybreachinoneoftheservicesmightexpose
variousotherspartsoftheservicetoadditionalthreats(D.Chen&Zhao,2012).Furthermore,since
theCloudserviceprovidersmanagingthesystemhavefullaccesscontrol,concernsabouttheways
thedatacouldbeusedarealsoincreased(Ryan,2011).

Consideringissuessuchtheonespresentedabove,itissuggestedthatinvestigatingconcepts
andideasrelatedtobothCloudComputingstructureanditsimpactoninformationprivacybecomes
aninterestingandtimelyquest.Itisproposedthatfurtherworkinthisdirectionmayinclude,butis
notlimitedto,thefollowing:

• AstructuredstudyofthepenetrationofCloudComputingservicesinthecountryandtheusers’
preferencesinrelationtoit.

• Astructuredstudyoftheexecutives’perspectiveregardingthefinancialbenefitsandimplications
ofadoptingsuchaparadigm.

• Aninvestigationofwhetherthelocalworkforceispreparedtofollowthisnewtrendintermsof
skills,training,andexperience.

Oneoftheaimsofsuchstudiesshouldbetostartastructuredexplorationofthecurrentstate
ofCloudComputingusageandinfrastructureinthecountry,andattempttoassessandevaluatethe
potentialimpactoffuturedevelopmentsinthisarea.Ultimately,thiscouldbeusedasaspringboard
fortheinformedassessmentofpotentialinformationprivacyissuesandchallengesarisingfromthe
extensiveuseofsuchservices,andfortheproposalofpotentialsolutionsforanyidentifiedissues.

INFoRMATIoN PRIVACy AND INTERNET oF THINGS

As thedigitalworld isgrowingat an ever-increasingpace, avastnumberofdigitaldevices are
interconnectedviatheinternet,aconceptknownasInternetofThings(IoT).Thisdescribesanetwork
ofdevicesfacilitatingone’saccesstodifferentsourcesofdataanywhereandanytime,hencetheterm
beingubiquitous,regardlessofthetypeofthedevice.AninterestingobservationinrelationtoInternet
ofThingsisthattherearemoredigitaldevicesconnectedtotheInternetthanthetotalpopulation
worldwide.Figure4illustratesthisfactandprojectstheunderlyingtrendtoashort-to-mediumterm
horizon(WaterfordTechnologies,2018).

Inabroadercontext,InternetofThingsisatermusedtodescribeaninterconnectedecosystemof:

• devices,
• possiblecommunicationbetweenthesedevicesandusers,and
• theexchangeofdataofvariousformsbetweenthem(Postscapes,2019,March21).

Atthepresenttime,IoTisextensivelyusedfortheautomationofprocessesthat,untilrecently,were
completedmanually(Tan&Wang,2010).OneexampleofthisisAmazonAlexa,avirtualassistant
thatfacilitatestheautomationof,otherwisemanual,processesthroughArtificialIntelligence(AI)
(Kushma,2018,September2).AnotherrelevantexampleisthatofRadioFrequencyIdentification
(RFID) technology that is oneof the cornerstonesof IoTapplicationsused innumeroushuman
activities,suchasinautomaticelectronictolls(Tan&Wang,2010).

Admittedly,applicationssuchastheonesdescribedabove,providevariousbenefits.However,
privacyconcernscouldalsoberaisedasIoTutilizationgrows,similarlytotheserelatingtoother
technologicaldevelopmentsthatrelyheavilyontheuseoftheinternet.Agoodexampleofthisisa
reportedcaseofprivacyinvasionintheU.S.A.,whenasmart speakerrecordedoneoftheprivate
conversationsofacoupleandshareditwithrandomcontacts(Fowler,2018,May24).Information
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privacyissuessuchasthesebecomeevenmorealarmingconsideringtheunprecedentedlevelsof
interconnectivityovertheinternet.Suchissues,tiedwiththesheervolumeofinformationstoredand
sharedonlineintensifyprivacyconcerns.Intermsofdealingwithsuchissues,ithasbeensuggested
thataholisticapproachisrequired,asthiswilladdressproblemsofsecurityandprivacyatmultiple
possiblelevelsconcerning“platform security, secure engineering, security management, identity 
management, industrial rights management”(Sadeghi,Wachsmann,&Waidner,2015).Suchideas
haveledtotechnologycompanieslaunchingandutilizingsoftwarespecificallyaimingataddressing
informationprivacyconcerns.AgoodexampleofthisisPrivacyCheck,abrowserextensionreleased
byGoogle.Thisfacilityresidesinthestartbuttonand,oncetriggered,itextractsatextofprivacy
policy,reprocessesit,andtransfersittoadataminingmodel,settodeterminetherisklevelbased
ontenprivacyfactors.Itthendisplaystherisklevelasfollows:

• green=lowrisk,
• yellow=mediumrisk
• red=highrisk.

Thesoftwarethenattemptstohighlighttheriskanddescribeitindetailwhentheuserhovers
uponcertainitems(Zaeemetal.,2018).

DubaiisconsideredaSmartCity.Thelocalcommunityisworkingtowardsafulladoptionof
emerging technologiesandadvanceddigital infrastructures.Suchmovesareprojected to lead to
significanttransformations.Forinstance,savingsofupto40%areexpectedintermsofelectricity
costs (Cherrayil,2018,October17),while socially transformativedevelopments likeaproposed
IoTsystembytheCivilDefensethatdetectsandwarnsthelocalresidentsincasesoffireusingAI
featuresarealsoinmotion.Suchdevelopmentscanhaveasignificantimpactonthelocalenvironment.
Recognizingthedynamicswithinthecountry,andinlightofthedecisiontomovetowardstheSmart

Figure 4. Internet of Things. Connected devices in billions (Waterford Technologies, 2018, March 15).
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Cityparadigm,theDubaiGovernmenthaslaunchedanewprogramthataimsatprotectinginformation
securityandprivacyintheEmirates.Thenewinitiative,calledDubaiDigitalCertificates,isajoint
effortbetweentheSmartDubaiOfficeandtheDubaiElectronicSecurityCenter(DESC).Underthe
program,entitiesinvolved“will be authorized to issue reliable digital certificates, allowing them to 
exchange information securely through their digital services, as well as other applications”(Sutton,
2017,Oct.23;TheNational,2017,Oct.22).ThisMoUisthegovernment’sresponsetothevarious
concernsabouttherapidinformationtechnologydevelopmentsencompassingandincorporatingBig
Data,CloudComputing,InternetofThings(IoT),Blockchain,andArtificialIntelligence.

AslocalapplicationsofIoTcanbevariedandratherspecialized,anin-depthdiscussionofthis
matterexceedsthescopeofthisstudy.However,inabroadercontext,Dubai’sstrategyonInternet
ofThingsgenerallyaimsto:

• protectdigitalwealth,
• encouragegovernmentdepartmentstojointheemirate’ssmarttransformation,
• achievetheobjectivesoftheSmartDubaiPlan2021.
• facilitate thetransitionto theoutlinedgoalofa100%paperlessgovernment.Thisparticular

strategycoverssixstrategicdomains[29]:
◦ governance,
◦ management,
◦ acceleration,
◦ deployment,
◦ monetization,and
◦ security.

Ultimately,utilizingbestpracticesinordertofacilitatetheSmartCityDubaistrategy(Figure
5)isexpectedtobenefittheU.A.E.toachievethegoalssetbythevisionofHisHighnessSheikh
MohammedbinRashidAlMaktoum. In thiscontext, it isboth interestingand relevant tostudy
thescopeandleveloftheIoTpenetrationinthecountry,andtoanalyzethequalitativeelementsof
thispenetrationanditsprospectsintheyearstocome.Thisisespeciallyinterestingintermsofthe
perspectiveofthelocalpopulationregardingtheimpactofsuchdevelopmentsoninformationprivacy.
Itissuggestedthatfurtherstudiesinthisdirectioncouldfocusonspecificaspectsoftheemerging
usesofIoTthatcanhaveadirectimpactonthelocalsocietyandbusinesses.

CoNCLUSIoN

Theincreasedintereston,anduseof,platformsandsystemsutilizingemergingtechnologieslikeBig
Data(analytics),CloudComputingservices,andInternetofThings(IoT),bringalongmanybenefits
thatcangreatlyaffectcorporateandpersonalactivity,andreshapeglobalsocieties, thebusiness
landscape,andhumanlifeingeneral.However, thiscomesatacost.Amongthemostimportant
aspectsofhumanlife thatmaybeaffectedbysuchdevelopments is thatofpersonal information
privacy.Itprobablygoeswithoutsayingthatnobenefitoutweighsthisbasichumanright.Thereis
aneedtofindabalancebetweenthemultiplebenefitsofthetechnologicaldevelopments,andthe
protectionofbasichumanrightslikepersonalinformationprivacy.

U.A.E.ismovingtowardsadoptingmodernemergingtechnologies,whilealsoestablishinga
frameworkofpoliciesandlawstoprotectthelocalpublicfrompossibleabuse.Althoughsignificant
progresshasbeenmade,moreworkisstillrequiredinthisdirection.Futureresearchshouldtakeinto
accountboththepotentialissuesandchallenges,andanyconcernsraisedinrelationtotheprospect
offullyadoptingsuchtechnologies.



International Journal of Technoethics
Volume 11 • Issue 2 • July-December 2020

13

Thispaperaimsatprovidingapreliminaryoverviewoftherelevantdevelopmentsinthecountry,
andtheireffectontheinformationprivacyofthelocalpopulation.Researchquestionsandthemes
pointing to possible directions for further study have been briefly suggested and outlined. Such
questionsandthemesinclude,butarenotlimitedto,thefollowing:

• WhatisthelevelofdeploymentofBigDatainfrastructureinthelocalbusinessenvironment?
Whatisthelevelofsatisfactionfromtheseinvestmentsfromtheviewpointoftheexecutivesof
thesecompaniesandwhataretheirexpectationsforthenearfuture?

• WhatisthepenetrationlevelandtheappropriatetypeofCloudComputingservicesinthecountry?
Howdothelocalexecutivesperceivethefinancialbenefitsoffollowingsuchparadigms,andhow
preparedisthelocalworkforcetofollowthistrendintermsofskillsandappropriateexperience?

• WhatisthepenetrationlevelandscopeoftheapplicationofIoTinthecountry?Whatisitseffect
onthepublic’sperceptionofInformationPrivacy?

• Howisitexpectedthattheabovedevelopmentswillaffectoneofthemostimportanthuman
rights,i.e.,thatofinformationprivacy,inthecontextofU.A.E.

Figure 5. Dubai IoT and Smart city best practices. (UAE Government, 2019, Oct. 1)
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